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INTRODUCTION

“The spy of the future is less likely to resemble James Bond, who’s chiefassets were his fists, than the Line X engineer who lives quietly down the streetand never does anything more violent than turn a page of a manual or flickon his microcomputer.”----Alvin Toffler, Power Shift: Knowledge, Wealth, and Violence at the Edge of the 21st Century (Fialka, p.66)

During a cold evening in December 1811, a well-appointed carriage containing Francis Cabot Lowell and his family appeared in the gloom of the royal city of Edinburgh, Scotland. The family was looking for lodging in a strange, forbidding place that reeked of dampness, smoke, and dung. It was according to author John Fialka of War by Other Means, “the perfect setting for one of the world’s greatest spy stories” (Fialka, p.xi).  

With plenty of money in hand, Lowell distinguished himself from the British view of Americans as “bizarre savages with an indomitable level of ignorance” (Fialka, p.xi).  But Lowell was no rich man’s son.  A Harvard graduate in mathematics that used his skills to expand a Boston docking and warehouse business, was now a man that was using his wealth for a much grander venture.  Right away, Lowell let it be known to the locals that he was in Scotland for “reasons of health”.  But that was the cover story.  In fact, Lowell was the most skilled economic spy of his generation with ambitions of taking in more than just the countryside air.

By linking cotton-making machinery to the perpetual motion of waterpower, skilled hand labor was replaced by many thousands of water driven looms that were simple, reliable, and could be ran by a handful of workers.  This innovative use of waterpower spawned the Industrial Revolution in Britain and set the stage for places like Lancashire and Derbyshire to become the Silicon Valley of the eighteenth century. Lowell was there to  explore this new economic landscape and learn from it.  And against this background and credited with having a photographic memory, Lowell stole the blueprints for the Cartwright loom, the crown jewel of the British textile industry.  By stealing it, analyzing it, and quickly acting upon it, Lowell brought the Industrial Revolution to New England and built the economic engine that would drive the North to victory in the Civil War (Fialka, p. xiii).  

Lowell’s act of espionage has long been forgotten and overshadowed by the persona and adventures of super spy James Bond.  In vast popular literature, spies are normally associated with wartime and the theft of military secrets, but there is hardly a mention of the peacetime economic spy.  Perhaps it is because economic competition often seems peaceful, and the espionage that comes with it is less risky business than wartime espionage.  But as the work of spies in wartime is dangerous and marginally useful, the work of a clever economic spy can create a damage in a peaceful economic setting that is often “invisible and decisive” (Fialka, p. xiii).  This is because from a realist perspective economic competition is in a state war and in this war the conduction of economic espionage is to gain some secret advantage over the competitor and use the advantage to hamper the competitor’s recovery. 

Take for instance Japan’s aggressive efforts, legal and clandestine in high-technology areas, that have cost the U.S. $105 billion in lost sales between 1985 and 1989 (Fialka, p.11) .  According to Laura D’ Andrea Tyson, who in 1997 headed President Clinton’s Council of Economic Advisors:

“We are losing at a game of economic jiu-jitsu where Japan, which keeps its markets closed and does relative little research within its largely closed university system, uses one of the U.S. system’s main strengths---its openness---against it.  And the struggle continues as MITI targets the remaining crown jewels, the aerospace, biotechnology, and software industries that are expected to be the drivers of the U.S. economy into the 21st century” (Fialka, p.11)

But it is just not our commercial edge that is at risk, but our military edge which is also very dependent on our commercial prowess.  By far the most problematic player in economic espionage is the People’s Republic of China (PRC). This is a nuclear power that is using profits from a ballooning trade surplus with the United States to acquire commercial and military technology through dummy corporations and trade fronts to modernize its army, navy, and air force (Fialka, p.12).  The result of this modernization is a flexing of Chinese military muscle in the Pacific as evident in 1996 when China fired its new solid fuel M-9 missiles at target ranges near Taiwan’s main seaports.  The extent of China’ economic espionage activities for its military modernization program is evident by some 900 illegal technology transfer cases on the West coast that involve the Chinese (Fialka, p.12).

These two examples of many beg the question of what changes have occurred in the international environment that has brought intelligence activities to the forefront of commercial activity.  Why is it that economic activity which is supposed to engender peace and prosperity has become war-like and confrontational with “beggar-thy-neighbor” actions?  Peter Schweizer argues that as economic competition supplants military confrontation in world affairs, spying to acquire high-tech secrets with commercial applications will continue to grow and military spying will recede into the background (Schweizer, p.9).  This is a trend that is expected to continue.  Consequently, the majority of intelligence services around the world are all too willing to serve as a competitive tool to protect their budgets in lean times.  How the U.S. elects to deal with this problem will not only determine the direction of the intelligence community but also set the tone for future foreign and commercial relations in the global market place.  Schweizer argues that the U.S. approach should be to treat economic espionage not only as an intelligence issue, but also as a competitive and economic issue.  

In trying to suggest a course of action in national security it is the purpose of this paper to do several things.  The first is to explain the changes in the international political and economic environment that has brought about “beggar-thy-neighbor” actions through increased economic espionage.  One explanation is that with the Cold War over between the U.S and Soviet Union and without a presently perceived global military threat, economics has become more central than military might.   University of Kentucky political science professor and former Navy intelligence officer, William Warner, wrote:

“With the strategic confrontation which characterized the Cold War substantially abated, if not altogether ended, there has been a worldwide revival of the traditional mercantilist notion that economic power is the fundamental component of national power. National security is seen now more in terms of economic strength and vitality than in terms of pure military capability” (Gregory, p.5)

The second objective is to explain the role of economic espionage as a tool for nation-states within its intelligence communities and determine if it is a beneficial tool that will protect economic security and increase future power and wealth.  The collapse of the Soviet Union, fueled by a mismanaged economy, provides a useful reminder and support for economic espionage in some policy circles that true national security rests upon a strong economic foundation and not on military might. 

And third, what reforms are necessary in the intelligence community to combat economic espionage.  Is the Central Intelligence Agency (CIA) an effective vehicle resource-wise for such operations, or should this be left to the private sector?  If economic espionage is shown to be an acceptable tool, how will future foreign and commercial relations be affected?

SETTINGTHE STAGE FOR ECONOMIC ESPIONAGE: THE NEW SRATEGIC LANDSCAPE

With the demise of the Soviet Union that brought an end to the Cold War, the international system has undergone a major transformation that has brought economic and commercial security to the forefront of nation-states’ security policy and changed the landscape in which nation-states interact with one another. Within this landscape the fear of nuclear catastrophe and superpower rivalry no longer dictates the fate of international politics and leaves no room for ideological squabbles.  In its place cooperation and coexistence have emerged as the norm for international interactions.  In this changed landscape made up of nation-states involved in increased cooperation and coexistence, geo-strategy and military security have become obsolete and replaced by geo-economic concerns that has moved economic security into the arena of high politics.  This is characterized in the phenomena of the globalization of information, financial markets, production processes, and research and development (R&D). 

As of 1994, there were 38,500 transnational parent corporations and 250,000 subsidiaries with foreign direct investments made totaling US$2.4 trillion, producing goods and services worth more than US$5.5 trillion (Moon, p.3).  As well, nation-states have been making moves since the beginning of the 1990s in the form of creating spheres of influence in international trade such the North American Free Trade Area (NAFTA), the Asia-Pacific Economic Cooperation forum (APEC), and the European Union (EU).  Western Europe has taken it one step further by integrating not only economically but politically as well its member states, and in the future  including parts of Eastern Europe,  into a market size that would rival the sheer economy of today’s United States.  Beyond the first world countries at the center of the international system, the third world has made moves to break out of its mercantile closet of import-substituting, industrialization, and has begun racing toward becoming more outward looking economies.  As Francis Fukuyama envisages it, “‘capitalist forces are fostering the end of history, in which the entire world be united under the rubric of free markets’” (Moon, p.1).  

Liberals argue that this future rubric of free markets has advanced a new view of global peace and security. Furthermore, the globalization of the world economy and for those nations that embrace free-market transactions will turn them into hegemonic coalitional forces to define an era that Liberals coin as Pax Universalitas.  But is the picture of this landscape being “painted green” to hide the fact that a whole new extension of the security dichotomy is being played out?  In this case a silent war of intense economic competition plagued by “beggar-thy-neighbor” actions that is ongoing between today’s adversaries and between allies as an extension of the superpower politics of the Cold War? To see this one needs to understand what links the market to security.

Unraveling the Security Problematique in the New Strategic Landscape

The ability of nation-states to no longer confine the externalities of their market operations within their national boundaries has linked markets and security more closely than ever before.  Alone, the financial crisis in East Asia that began in 1997 had a significant impact in the slow down of the world economy for that year.  The near collapse of Japan’s banking system set off currency devaluations and market crisis’s in East and Southeast Asia. This hastened the speed of recession in Germany and parts of Western Europe, threatened the stability of the introduced Euro Dollar, and caused the U.S. to react with lower interest rates to absorb the impact felt on corporate investment dependent on the export markets in the Far East.  Every market in the world is linked.  When one catches the “flu” everyone else gets a touch of it.  

How and why this happens one needs of course to not look any further to how more open nation-states are to the sensitivities and vulnerabilities espoused by an interdependent world economy.  Take for example how financial flows today exceed trade in merchandise by some 20 to 30 times (Moon, p.4). International currency traders exchange, hedge, and speculate in more than US$1 billion daily of foreign exchange.   This impact is felt in world stock markets with a capitalization that has increased between US$2.5 trillion in 1980 to US$8.3 trillion in 1990 (Moon, p.4).  As well, the increasing capitalization of the world’s stock markets is expected to increase the volume of world trade to a tune of US$7 trillion into the 21st century (Moon, p.4).  The dynamics of these market forces bears several implications in helping to unravel the security problematique.

Chung-in Moon explains these dynamics through globalization as a grand historical process that transforms the world into functional networks of complex interdependence that tears down artificial national boundaries (Moon, p.4).  Raymond Vernon's notion of nation-states’ “sovereignty at bay” is no longer fictional but a reality.  Vernon's notion is seen more so in the balance of power  between the state and transnational corporations (TNCs) that seems to be shifting more in favor of the TNCs.  The financial power of these entities measured in terms of net sales rivals or exceeds that of many countries.  In 1994, the combined sales of the worlds 10 largest TNCs exceeded the combine GNP of the worlds 100 smallest countries (Moon, p.4).  This sheer shift in the balance of power between the nation-state and TNC is being felt in critical industrial sectors such as defense.   This industry has become so globalized through transatlantic mergers and acquisitions that a duopoly in the arms market threatens to shift the policy of weapons procurement toward business rather than government.  The dynamics of market forces that drive the increased globalization of TNCs, financial markets, people and information is making the state obsolete.

Moon argues that the shift in the balance of power between the state and the market is temporary  and is not unilinear or monocausal.  This is because the cause and effects between markets and security vary over time and by issue area. So, a disaggregated approach to the topic is essential in elucidating multiple impacts of market forces on the security dimension.  Rosecrance attempts to make this possible by disaggregating the international system into two subsystems: one which is based on a territorial system which follows the vein of balance-of-power politics, and the second, a liberal approach of an identified oceanic or trading system (Moon, p.8).  According to Rosecrance, the trading system is preoccupied with economic development and improvements in public welfare and the allocation of resources, while the territorial system is composed of states preoccupied with the accumulation of power (Moon, p.8).  

Since these two subsystems intersect, markets and security conflict.  Whereas the trading system is identified as having the potential to ensure peace and prosperity through trade, the territorial system realizes that the gains from trade accrued are relative and not mutual, and therefore conflict follows.  This is identified in the intersection of the subsystems.  

Between Rosecrance’s two subsystems unmanaged interdependence could threaten national and regional security by transmitting negative external turbulence into the domestic arena, activating hostile interactions among trading partners.  For example, the economic depression in the world market after 1929 led to nation-states to follow “beggar-thy-neighbor” policies such as raising import tariffs and quotas.  These actions created supply side shocks affecting resource deficient countries like Japan and Germany and led to their military adventurism up to the Second World War.   The attention here in breaking down the security problematique are the links between market forces and power cycles that can give cause to conflict and actions taken by nation-states (adversarial or allied)  against one another.

Actions are taken because interdependence facilitates the diffusion of economic power unevenly in interactions between nation-states.  This is because interdependence invites a larger number of actors into the system thereby creating multiple poles of power, more space for misperception, miscalculation, and overt conflict in foreign relations.  As market forces expand, the law of diminishing returns sets in slowing the economic growth of major powers and allowing non-major powers to enjoy economic growth at a faster rate.  Although this has not been empirically proven in transition power theory, the validity of this theory is valid when looking at the impact of market forces on China. When China opened its economy up to the world it developed into a major economic and military power posing a threat to the stability in East Asia.  

Specific to transition power theory, expanding market forces and globalization can cause disruption, crisis, and vulnerability that many nation-states are not equipped to handle thereby diffusing gains unevenly and affecting a nation-state's short-term competitiveness.  One important concern in the competitiveness debate is  the vulnerability to external shocks in the international economic system that transfuses into the domestic economy.  Classic sources of  external shocks are the  “roller-coaster effects” in financial, capital, foreign exchange, and commodity markets, and the global diffusion of inflation.  The more integrated the nation-state is into the international market the more vulnerable it becomes.

These vulnerabilities created by the intersection of Rosecrance’s territorial and trading systems give cause to nation-states to engage in activities that would shore up relative gains that are unevenly distributed.  The intention is to gain information that can be used in monetary or fiscal policy to offset the impacts of external shocks.   Or, use the same information or even acquire technology from an ally or adversary that would negatively affect the actor’s competitive position in the future.  

Such increased activity is being seen in the growth of economic espionage since the end of the Cold War.   So as long there is no perceived global threat from any one actor, the international system will continue to become more globalized, more multipolar, and economic competition will transplant military confrontation.  As a result, the activity of economic espionage will grow and create more space for “beggar-the-neighbor” behavior leading to conflict in future foreign relations.  Given the new strategic landscape and understanding the foundations of the security problematique, one can begin to understand why economic espionage would occur and why the security missions of the actors involved is being redefined.

ECONOMIC ESPIONAGE: OPENING A PANDORA’S BOX

Vulnerabilities and increased sensitivities in the new strategic landscape have blurred the distinction between national economic relations and international economic relations.  National economies are no longer containers of the ebbs and flows of their own market forces.  For example, in 1994, the devaluation of the Mexican Peso sent U.S. financial markets into disarray.  Washington had to quickly respond by providing a package of international economic assistance for the Mexican government.  The package included the provision of up to $20 billion from the U.S. Treasury’s Exchange Stabilization Fund (ESF) and nearly $18 billion in loans from the International Monetary Fund (IMF).  According to official estimates, the ESF’s expenditure was 2000 percent larger than any previous commitment (Gregory, p.6).  As well, the IMF loans amounted to more than 700 percent of Mexico’s quota in the Fund (Gregory, p.6).  The U.S. and other world markets were “caught with their pants down”. 

Such an example illustrates the increased uncertainty and miscalculations in the international economy.  Developed countries now very eager to maintain their standards of living and developing countries equally determined to improve their own, are under pressure to use whatever means they have to improve their productivity and ensure their economic security.  Such means are economic espionage, and according to former CIA Directors R. James Woolsey, its is “the hottest current topic in intelligence policy” (Porteous, p.2).

Economic espionage activities according to a 1997 estimate drains $260 billion a year out of U.S. based companies as well as $140 billion in overseas operations.  Right now there are 23 countries engaged in economic espionage against U.S. targets. According to the Defense Intelligence Agency (DIA) the three chief offenders of economic espionage are allies of the U.S.   The first is Russia, which according to DIA is preparing an economic spying blitz.  The second is Japan, which basically stole the United States market share in the microchip industry in the early 1980’s.  And finally France, a very strong diplomatic ally, is being known to deploy agents to search the briefcases of U.S. businessmen and bug the seats of Air France passenger flights.  

Economic espionage can be described as clandestine or illicit attempts by foreign interests to acquire economic information (Gregory, p.3). An example of economic espionage occurred in 1995, when the CIA bugged the conversation of Japanese negotiators during trade talks with the U.S.  The information collected by the CIA on the Japanese tariff positions on luxury cars gave Mickey Kantor, the U.S. Trade Representative, an advantage in the negotiations.  The clandestinely collected information was not intended to advantage U.S. companies but to advance U.S. interests.  For years the CIA has used case officers to collect economic intelligence to help U.S. policymakers determine trends in foreign countries and support U.S. positions in bilateral and multilateral trade talks. 

In some instances, economic espionage has indirectly benefited the profit of the private sector.  Examples include, the restoration of the United Fruit Company’s holdings in Guatemala, the ouster of Mohammed Mossadegh in Iran to protect a U.S.-British oil company, and the overthrow of Salvador Allende in Chile at the urging of ITT and other companies (Gregory, p.4).  But the main mission of all these activities was to protect U.S. national security, with the interest of private stockholders being a secondary issue.  

Other examples show that economic espionage has helped level the business playing field.  In 1993, the CIA uncovered a bribery scheme between France and Brazil over a $US1.4 billion radar contract.  The CIA informed the State Department which in turn complained to Brazil about the inappropriateness of this procedure.  In the end, Brazil awarded the radar contract to Raytheon, a U.S. company (Gregory, p.4).  In 1990, Indonesia was considering bids between AT&T and a Japanese consortium.   A CIA report indicated that Indonesia was about to give the contract to Japan because the Japan promised that awarding them the contract would mean more foreign aid to Indonesia (Gregory, p.4).  As a response to this information, the Bush administration approached Indonesia and urged them to reconsider.  In the end, the contract was divided between AT&T and Japan.  

In each of the cases, the CIA was not acting on behalf of private industry.  There was no indication of meetings between the CIA and AT&T to discuss spying on Indonesia.  Even if the contract had been rewarded to another country, the intelligence effort would have been a success. The point of economic espionage is advancing U.S. interest, not advancing a U.S. firm.  

Industrial espionage on the other hand is like economic espionage, except that a private sector entity is used to acquire economic intelligence through clandestine, coercive, or deceptive means (Gregory, p.4).  Note the use of “private sector” in the definition.  This is because the U.S. government does not support illegal activities by businesses to steal the secrets of their competition abroad to advantage U.S. firms.  The role of industrial espionage by these countries is to steal ideas, giving them, or in some case selling them to their domestic companies, which in turn, use these ideas to create goods that compete against U.S. companies.  In 1997, the Federal Bureau of Investigation (FBI) was investigating 800 cases of industrial espionage and that number is expected to skyrocket.   Here are some recent examples of attempts to obtain economic information through espionage by target countries and the United States (Porteous, p.2; Schweizer, p.9):

· In April 1993, Hughes Aircraft decide not to participate in the Bourget Airshow after the CIA warned Hughes that the company was listed as a French target.

· China is being reported to using members of visiting delegations and exchanges to conduct economic espionage in the USA, Canada and other developed countries.

· In Montreal, Canada, two members of the Stasis, the former East German secret police, used phony work records to gain employment at targeted Canadian companies.

· In 1992, business travelers were warned not to fly Air France after it was discovered that the French Intelligence service was bugging airline seats and using undercover agents to pose as airline passengers and flight attendants.

· In 1991, the West German intelligence service was accused of intercepting a foreign company’s telecommunications and passing the information along to domestic competitors.

· A South Korean company was reported to have paid an employee of General Electric $1 million a year of trade secrets concerning synthetic diamond production.

· In 1992, Ronald Hoffman of Science Applications, Inc. made $750,000 by selling complex software programs, developed under secret contract for the Strategic Defense Initiative (SDI), to Japanese multinationals Nissan Motor Company, Mitsubishi Electric, and Mitsubishi Heavy Industries that reportedly wanted the technology for their aerospace programs.

· In 1996, CIA agents flush with 500 franc notes tried to bribe a member of the French Parliament to reveal France’s negotiating position on the nascent World Trade Organization.

Although some of the more spectacular incidents have found their way into the national media, analysis of the overall impact of economics has been impeded by the reluctance of business to discuss the issue in detail.  Despite this obstacle, business and government representatives generally agree that the cost of economic espionage acts are greater than the 1997 estimate.  Speaking before a committee of the American Congress investigating the issue, Marshall Phelps, a vice-president of International Business machines (IBM), stated that economic and industrial espionage committed by governments seeking to bolster their national industrial champions has contributed in a significant way to the billions of dollars lost by IBM from the theft of propriety information (Porteous, p.3).  

The magnitude of the potential economic losses from espionage was clearly demonstrated in 1985 when the French government clandestinely obtained information from the Indian government on military procurement.  It was reported that the French obtained the details of a rival American firm’s offer during the final phase of negotiations on the sale of new jet fighters.  This information once transferred to a French firm supposedly gave it the edge needed to win the deal. In the process the American firm lost a billion-dollar contract that would have helped bring down a bulging trade deficit.  Clearly it would not take too many incidents of this nature to convince a country of the threat posed by economic and industrial espionage.

Overview of the Threat

The openness of the U.S. economy and its cutting edge in wide variety of technical and scientific fields makes the U.S. a top target of foreign countries engaged in economic collection and espionage.   Warner writes:

“A mass of commercial and technical information is routinely published and otherwise available on virtually any subject of interest to a foreign entity.  Where the specific facts are not published in detail, the likely source of the information is. An open society such as the United States provides more opportunity for getting information through open sources. It also provides superb cover for clandestine or illegal activities contrived to steal restricted data, particularly from private business, which rarely have sophisticated defense measures in place.  Further, civil liberties under the U.S. constitutional system, particularly the presumption of innocence, as well as the absence of a centralized investigative and law enforcement authority, unquestionably inhibits totally effective apprehension of spies"(Gregory, p.14)

Similarly, the development and production of trade secret information that makes the U.S. a high target is an integral part of trade, commerce, and business.  And, the security of these secrets is essential to maintaining the health and competitiveness of technical and scientific sectors of the U.S. economy.  As international economic activity becomes more competitive, foreign intelligence services are expanding from their primary focus of military secrets to the acquisition of U.S. trade secrets.  

The U.S. is particularly vulnerable to the changing focus of foreign intelligence collection since American corporations and R&D rely heavily on communication systems, computer networks, and electronic equipment to process and store information.  This is particularly troubling when the capabilities and experience of a foreign intelligence service support a U.S. corporation’s foreign competitors.  These foreign intelligence services actively target U.S. persons, firms, industries, and the U.S. government to steal advanced critical technologies, trade secrets, propriety information, and the results of R&D initiatives to support their national commercial priorities and commercial agendas.  Current foreign intelligence operations are targeted against U.S. firms involved in telecommunications, aerospace, energy, transportation, and chemicals.  According to FBI Director Freeh, collection of propriety information from U.S. firms that are involved in these industries has implications to enhance a nation’s military, as well as economic capabilities (Lash, p.5).  

These foreign economic collection activities present a new set of threats to U.S. security that challenges existing security, intelligence, counterintelligence, and law enforcement.   Distinguishing these threats becomes blurred when most collection of economic intelligence comes from open source materials and accepted business practices.  These include but are not limited to the review of trade journals, corporate annual reports, market surveys, attending conferences and symposiums, mergers, acquisitions, strategic alliances and licensing agreements (Annual Report to Congress on Foreign Economic Collection and Industrial Espionage, p. 6, 1997).  

Although these activities are acceptable in the business community, they generate a considerable proportion of the technology and economic information obtained by our competitors.  Between 1950 and 1978, the U.S. faced with running the gauntlet of Japan’s expensive patent system, sold some 32,000 technology licenses to Japan. While Japanese firms only paid US$9 billion for the licenses, the technology they received produced goods and services totaling US$1trillion (Fialka, p. 58).   In Japan the underlying philosophy is ‘“why spend 10 years and US$1 billion on R&D when you can bribe a competitor’s engineer for US$1 million and get the same if not better results’” (Venzke, p.1).

The risk to competitiveness from open disclosure is more obvious.  In a study commissioned in 1998 by the Chemical Manufacturers Association by Kline and Company, a competitive intelligence firm, ascertained that data from open source information could be used by competitors to the detriment of competitors.  The available data could be used to determine a target firm’s manufacturing costs, probable technical advances, economic breakpoints, specific manufacturing processes, probable expansion plans, competitive strength, pricing flexibility, and the scale and efficiency of operations (Lash, p.7). In some instances these activities could be a precursor to “illicit collection activities and may indicate the intelligence interest of foreign powers” (Annual Report to Congress on Foreign Economic Collection and Industrial Espionage, p.6, 1997).  According to an annual report to Congress these activities would at a minimum would be exploited by commercial and government analysts, R&D specialist, and officials involved with investments, acquisitions, and competitive negotiations---potentially to detriment of U.S. private-sector interest (Annual Report to Congress on Foreign Economic Collection and Industrial Espionage, p.6, 1997).

The Cost of Economic Espionage to the Private Sector

In recent years, several high-profile cases have involved foreign industrial espionage against U.S. corporations.  U.S. companies targeted in the past by foreign economic collections operations have included IBM, Corning, Inc., Honeywell Corporation, Eastman Kodak, 3M Corporation, AT&T, and General Electric (Annual Report to Congress on Foreign Economic Collection and Industrial Espionage, p.7, 1997).  Many of these companies spend 20 to 30 percent of their budget on R&D efforts in hopes that they can develop cutting edge technologies to enhance U.S. competitiveness (Annual Report to Congress on Foreign Economic Collection and Industrial Espionage, p.7, 1997).  The continued loss of these trade secrets would result in the loss of jobs domestically and economic opportunities abroad for the U.S. In 1998, a systematic effort by the American Society for Industrial Security (ASIS) conducted a propriety information loss survey of Fortune 1000 companies and 300 of the fastest growing companies.  With only 12 percent response rate, those that responded reported $44 billion in known and an suspected losses over a 17 month period during 1996-1997 (Annual Report to Congress on Foreign Collection and Industrial Espionage, p.4, 1998).  

In the same year a similar study was performed by Pacific Northwest National Laboratory which applied an Economic Loss Model to the facts of the cases, handled by the FBI, involving the theft of propriety information and intellectual property.  In one case, the theft of propriety information and intellectual property from economic espionage resulted in a foreign competitor capturing a critical U.S. market (Annual Report to Congress on Foreign Economic Collection and Industrial Espionage, p.4, 1998).  From the Economic Loss Model it was learned that economic espionage resulted in over US$600 million in lost sales, the direct loss of 2,600 full-time jobs and the resulting loss of 9,452 jobs for the whole economy over a 14 year period (Annual Report to Congress on Foreign Economic Collection and Industrial Espionage, p.4, 1998).  Analysis of the sample data determined that the U.S. trade balance was negatively impacted by US$714 million and lost tax revenues totaling US$129 million.   Still though, accessing the economic loss to U.S. firms from economic espionage is difficult since many firms are reluctant to talk of such incidents in order to avoid public embarrassment and negative effects on its market investments.  

Origin of Threat and Targeted Information and Technologies

In the 1997 Annual Report to Congress on Foreign Collection and Industrial Espionage, the FBI and other members of the counterintelligence community identified 23 countries actively involved in economic espionage activities against the U.S.  These countries were assessed to be the most aggressive in collection efforts against U.S. propriety information and critical technologies.  In addition to overt and legal information gathering activities, these countries are willing to employ clandestine and illegal methods to collect critical information.  For reasons of national security these countries were not identified since many included in the list are U.S. allies. But in a survey conducted by the American Society for Industrial Security the top five countries involved in the collection of trade secrets and ranked as posing the greatest economic espionage threat reported by 1,300 companies in the survey were (Robinson, p.122):

1.
China

2.
Japan

3.
France

4.
U.K.

5.
Canada

All the countries on the list have interest, intent, and capability to conduct economic espionage.  Each of the countries are noted to have an effective foreign collection program focused on technology and information that can be used by a nation-state’s indigenous commercial and defense industries.  In addition the 1998 report to Congress notes that these countries have strong relationships between government and business with this being an important factor to help target priorities and effectively disseminate the information collected.  In addition, to have a sufficient negative impact on critical U.S. industries these foreign countries must have the capability to exploit stolen technology and a base for profiting from it, such as a large economy, an advanced industrial sector, or a third-country buyer.  Japan, France, the U.K., and Canada all have these prerequisites which China falls short on, except the availability of third country buyers as evident by the sale of acquired missile technology to Pakistan and Iran.

The targeting priorities of the countries identified by the intelligence community tend to be directed at acquiring technologies with dual-use applications for military force modernization, economic competition, and commercial modernization.  Duel-use technologies provide a problem in targeting economic espionage activity since the probability is low for the U.S. to detect any diversion from its stated end use.  This is very problematic in China in which the military entities of the People’s Liberation Army (PLA) have become commercialized and has made it more difficult to detect if a duel-use good will be applied to a military application.

According to U.S. defense industry reporting in 1997-1998, foreign intelligence operations have continued to target weapons components, developing technologies, and technical information that is duel-use more intensely to complete weapons systems and military equipment. A review of incidents of suspected targeting of critical technologies with duel-use applicability were in all 18 categories of the Department of Defense’s (DoD) Military Critical Technology List (MCTL).  Of these duel-use technologies the most sought after (ranked in ordered of targeted priority) are Information Systems, Aeronautic Systems, Sensors and Lasers, Electronics, Armaments and Energetic Materials.

Tradecraft and Key Foreign Players in Economic Espionage

In addition to traditional clandestine espionage methods such as agent recruitment, surreptitious entry, theft, and computer intrusions a wide variety of legal methods are employed to divert possible detection away from clandestine operations. As such these methods do not necessarily involve illegal activity, but may be used as a precursor or constitute as evidence of illegal activity.  In 1997, the DoD identified those legal collection methods used by foreign intelligence services to acquire trade secrets, critical technologies, and propriety information.  These included the following with the top five collection methods used most frequently:

· Unsolicited requests for information.

· Exploitation of foreign U.S. visits. 

· Exploitation of joint ventures and research. 

· Targeting foreign visitors. 

· Acquisition of U.S. technology and or U.S. Companies. 

· Solicitation and marketing of services. 

· Foreign employees in a cleared facility. 

· Targetingformer U.S. company employees.

Since 1995, unsolicited requests for information have tripled.  The information for requests have originated via e-mail, telephone, facsimile, and mail coming from companies, individuals, government officials, and organizations (Annual Report to Congress on Foreign Collection and Industrial Espionage, p.9, 1998).  Of these methods, the Internet has been a widely used medium for its international scope and anonymous nature.  According to the National Counterintelligence Center’s (NACIC), “foreign collectors have increased their direct connections with Internet service providers” (Lash, p.6).  The anonymity and ease of use of the Internet makes it incredibly simple for industrial spies and even terrorists to obtain open-source data.  According to Lash, if industrial spies prefer to use the Internet for the collection of data then, for example, within minutes the Environmental Protection Agency’s web site can be accessed.  Available are detailed reports on chemicals being used at more than 17,000 facilities in the U.S. as well as maps pinpointing locations of firms and 650 critical chemicals being used by U.S. manufactures (Lash p.6).  Professor Mary J. Culnan of President Clinton’s Commission on Critical Infrastructure Protection notes:

“Once information gets on the Internet it can be manipulated in ways that were previously unfeasible and there is little accountability for how it is used.  The more information that is made available, the more likely it will be used in ways that having nothing to do with the original reasons for collecting it” (Lash, p.7)

Another collection method used most frequently and equally disturbing is the activity of visiting U.S. facilities and requesting access to restricted and/or technologies form their U.S. counterparts.  According to a 1997 General Accounting Office report, thousands of scientists, researchers, and officials from Russia and China have gained access to three U.S. nuclear laboratories without security background checks.  Between 1994-1995, 5472 visitors from 22 countries came to U.S. nuclear laboratories.  Of them, only 16 percent were given background checks. The report cited Department of Energy Labs (DOE)---Lawrence Livermore, Los Alamos, and Sandia—for lax security.  It was later shown that of the individuals allowed access to these labs, some were suspected of having foreign intelligence connections.   In regards to the other three methods of tradecraft (exploiting joint ventures and research, utilizing international conventions, seminars, and exhibits, and solicitation of marketing or services), it is being found that through the use of front companies, U.S. personnel are reporting to be targeted for classified propriety information and access to information on R&D initiatives.

Fialka identifies that when this tradecraft is put to work, economic espionage in the United States breaks down into three major styles.  The first category is made up of agents from China, Taiwan, and South Korea which are aggressively targeting “present and former nationals working for U.S. companies and research institutions” (Fialka, p. 5).  The second category is headed by France, and is said to prefer the use of classic Cold War recruitment of agents and targeting of technical information, which includes bribery, discreet thefts, combing through people’s garbage and personal affects, and aggressive wiretapping.  According to Fialka, Russia and Israel prefer the French classic Cold War techniques.  Even Germany is described as planning to use these techniques to increase the number of its Federal Intelligence Service (BND) agents in Washington to improve its foreign collection capabilities.  The third category is Japan, which doesn’t have a formal intelligence agency but close ties between business and government, uses Japanese industry to target other private organizations to gather classified propriety documents and data. The result is an unusually, efficient spy network not fully understood by the United States.  Below is a sample overview of the key players involved in economic espionage in the U.S..

China


China is by far seen today as “enemy No. 1” when its comes to acts of economic espionage.  For quite some time China has been aggressively spying on corporate America. It is just until recently that the U.S. has begun to understand the scope and depth of their intelligence gathering apparatus.  The problem why this has taken so long is that in the 1990s, the pull exerted by China on U.S. companies to do business with them was enormous.  For many U.S. companies, China was the golden emerging market of 1.2 billion people to export consumer products to.  As well, the Clinton Administration had become consumed with drawing down its $US30 billion trade deficit with Beijing (Fialka, p.35).  Ironically, it was known to the administration that the PLA were running over 10.000 private businesses that would acquire U.S. commercial goods and apply them toward the country’s weapons modernization program (Fialka, p.35).

According to experts, China’s commercial spy apparatus has been targeting two fronts simultaneously in the U.S.---government and corporations, but the evidence of Chinese spying on corporate America is stronger.  Recent example of Chinese economic espionage include the following (Robinson, p.119):

· Amgen discovered that a Chinese spy has infiltrated its organization and was trying to steal a vial of cell cultures for Epogen, which is now a US$1.2 billion-a-year anemia drug.

· In 1998, a Chinese spy was caught in Hong Kong using sophisticated telecommunications software to secretly listen in on sensitive phone conversations between American executives.

· Also in 1998, a Chinese engineer working at a Boulder, Colorado software company allegedly stole propriety source code and sold it to a PRC company.  As a result, the Colorado company went out of business.

The Chinese government denies that it is involved in economic espionage, but it does admit that it is eager to absorb foreign technology and use its market to get foreign companies to share it technology.  A closer look at China’s intelligence operations identifies that the majority of its economic spying is done by gathering company business information from web sites, attending trade shows and stealing company trade secrets from offices and labs.  It is not known what dollar value in trade secrets are stolen, but it is known that the Chinese intelligence apparatus is an overarching program that uses Chinese exchange students to black marketers out to pocket illicit profits.  

The DIA has observed that one way the Chinese acquire technology is by requesting thousands of products a year from companies abroad.  Stanislav Lunev, a former colonel in the Soviet Unions military-intelligence branch and stationed in Beijing, noted that some of the products requested might be simple off-the-shelf products like a fertilizer, a machine tool, or a compact disk player with the objective of simply reverse engineering the product (Robinson, p.120).  Fialka notes that for reverse engineering you only need one product, and Chinese buyers are collecting dozens of products that were at one time tightly regulated for export during the Cold War.  China hopes to take what it gains from reverse engineering and invest it in weapons systems that will bring it up to superpower levels in several categories, including jet fighters and submarine technology (Fialka, p.37). 

To further acquire funds to pay for weapons modernization, China has been a sieve that is steadily leaking technology to Third World customers.  This includes missile systems produced in factories with U.S. machine tools and sold to Iran and jets powered by U.S. engines being sold to Pakistan (p.38).  But it is also the less sophisticated ways in Chinese tradecraft that is more dangerous. This includes recruiting college students and scientists and instructing them to ingrain themselves in companies, government agencies, and universities, and funnel information back to China that maybe as harmless as an annual report or as harmful as computer code developed after years of R&D spending.  

Chinese espionage poses a special set of worries.  The last thing U.S. firms want to do is antagonize Chinese officials that hold the keys to a market of 1.2 billion people.  It’s a buyers market, and if the Chinese can not do business with U.S. companies that worry over issues of technology transfer, then there are several other sellers in the market that are more willing like the French and the Germans.  This also poses a problem for U.S. officials at a time when U.S.-Chinese relations are strained.  “In fact one can argue that there is a gray area between spying and good old-fashioned competitive intelligence” (Robinson, p.122).  This right now seems to be the U.S. approach to the Chinese, which some experts argue as sacrificing future security at the altar of commerce.

Russia

In the early 1980s just before the arms race was beginning to heat up during the Cold War the Reagan administration learned from the French how the Soviet economy, with all of its faults, was catching up so quickly to match U.S. technology.  The U.S. learned from the French that the KGB had been systematically stealing information from U.S. research and development programs.  A group within the KGB known as the VPK or Military Industrial Commission made up of the top executives of Russian defense-manufacturing ministries, had been spending as much as US$1.4 billion a year ordering technology and secrets from the U.S. and the Western Europe (Fialka, p.9).  

The KGB economic espionage program dubbed by the French as “Farewell” was responsible for the Soviet “Ryad” computer copied from the designs of the IBM 370s, radar and guidance missiles systems copied from the blueprints on the U.S. F-14, F-15, and F-18 fighters, and Russia’s space shuttle created from documents copied from NASA (Fialka, p.10).  But with the collapse of the Soviet Union and reorganization of the KGB, Russia has shifted its intelligence focus more toward economic and industrial espionage.  The KGB’s mission has been redefined towards business to such a degree that it is capable of contracting with foreign investors, investing in foreign entities, and setting up companies abroad (Schweizer, p. 13).  The spy agency has thousands of well-capitalized fronts overseas that are being used to buy or steal foreign technology.  In addition, the KGB is believed to have been given the task of exporting and hiding the Communist Party’s gold, a “war chest” of some $15 to $50 billion that has never been found (Fialka, p.80).  In the 1990s, the KGB has reorganized its scientific and technological support to intelligence in a new spy agency called the SVR.  The DIA reports that the SVR has been conducting economic espionage against U.S. banks and businesses from a large listening post in Lourdes, Cuba (Gregory, p.12).  

France and Japan

France and Japan were mentioned in a 1998 Fortune magazine survey as being the leading infiltrators against American firms.  France’s spy agency, the Direction Generale de la Securite Exterieure (DGSE), aims its efforts at acquiring the same trade secrets Russia’s SVR is interested in: computers, aerospace, and production tools and processes (Gregory, p.13).  The French spy agency’s specialty is infiltrating spies into U.S. and foreign offices of multinational corporations.  In 1993, a French government document was obtained that listed two dozen U.S. companies targeted by the DGSE.  Included in the list were Boeing, IBM, and Texas instruments.  Whereas the Russians and Japanese are not our strongest diplomatic allies, France is considered one of our strongest military and diplomatic allies (Gregory, p.13).  French government officials have admitted that stolen U.S. trade secrets have been passed along to French companies.  Pierre Marion, director of the DGSE between 1981 and 1982, justified French actions by stating:

“Even during the Cold War, getting intelligence on economic, technological, and industrial matters from a country with which you are allied…is not incompatible with the fact of being allied.  In the post Cold War era, the competition in terms of technology and commerce and industry is stronger that it was during the Cold War.  There should be more emphasis put on that and on industrial espionage” (Gregory, p.13)

To date the French have been rather successful in their economic espionage operations.  For example, in 1993, the DGSE were able to acquire critical information on the American position in the forthcoming GATT negotiations of that year (Palmer, 19).  In 1985, Dassault was engaged in contract war with the Americans over the sale of a jet fighter to India.  The DGSE’s operations were critical in turning the negotiations in favor of the French by acquiring confidential documents on the American competition.  Dassault was then able to undercut the American competition, and as a result the French jet fighter is being sold all over the world (Palmer, p.18).

As for the Japanese, the Japanese Secret Intelligence Service works with the Ministry of International Trade (MITI) and the Japanese External Trade Organization (JETRO) to collect propriety and classified data on U.S. firms.  Both organizations disseminate collected economic and business information to Japanese industries.  It is estimated that 80 percent of Japanese intelligence efforts directed towards Western Europe and the United States is focused on industrial espionage of high-tech and trade secrets (Gregory, p.13). 

The affects of Japanese economic espionage were the greatest felt in the late 1970’s.  Japanese government and its companies were determined to take over the microchip industry.  The face of the industry between the U.S. and Japan at the end of the 1970s looked like a war zone. The CIA estimates that 70 percent of the base –line data for the microchip was gathered through Japanese economic espionage (Gregory, p.13). The results were catastrophic, by 1988 Japan held 85 percent of the market for one-megabyte memory chips, while the American share had dwindled to 8 percent (p.13).  In the 1990s, Japanese foreign collection operations “ran the vacuum cleaner” over the U.S. biotech industry.  In 1994, a film crew from a Japanese public television company visited a dozen U.S. biotech corporations, including biotech giant Amgen.  It was later discovered that the documentary being filmed was a cover for an intelligence operation.  By being granted access to the facility the Japanese film crew was able to photograph every document they were able to get their hands on, right down to Amgen’s production numbers (Jennings, 1996, p.3)

The U.S. government notes that Japan, without any large government sponsored intelligence agency, has used it home industries to create a world wide spy network.  An identified popular tactic by Japanese industry to collect economic intelligence is known as “tunneling”. This is a practice long used in Japan to steal a rival’s secrets.  In this scenario, Company A wants to avoid expensive R&D, so it starts and anonymous looking R&D effort near Company B and hires its disgruntled employees.  This tactic was especially painful to the U.S. aerospace industry when a 1987 Japanese joint venture between Ishida Aerospace Research, Inc. and Texas based Bell was found to be foreign economic intelligence front. As a result, the Japanese were able to have access to and steal some US$3.5 billion worth of U.S. government technology and 40 years of R&D work on tilt wing aircraft for the U.S. Marine Corp (Fialka, p.42)

IS ECONOMIC ESPIONAGE BENEFICIAL?  AN ECONOMIST’S APPROACH

Discussed so far has been the new strategic landscape in the international environment that invites economic and industrial espionage, as well as examples to show the costs and benefits to intelligence services that engage in it.  It is needed now in this discussion to offer an economic explanation that would provide a rational for a nation-state’s intelligence service to engage in economic espionage activities.

While the clandestine nature of spying precludes systematic empirical verification, two economists from the University of Calgary, Merrill E. Whitney and James D. Gaisford developed an economic model to illustrate the desirable strategic effects that accrue to producers and consumer when economic espionage is conducted.  Whitney and Gaisford argue:

“Economic espionage can yield desirable strategic effects as well as cost savings for firms in a spying country.  The spying country will typically gain even though target countries will often conduct counter-espionage operations.  When two producing countries spy on each other, it is possible that both will be better off because of the technology transfer that is implicit in espionage.  Economic espionage is generally beneficial to consumer” (Whitney, p. 103)

Gaisford and Whitney begin their analysis by posing the following question: “If economic strength should be regarded as a vital component of national security, paralleled with military power, why should the United States be concerned about stealing and employing economic secrets?” (Whitney, p.103).  From the viewpoint of an economist, this could be explained that the end of the Cold War has contributed to an increase in economic espionage activities by releasing intelligence resources.  During the Cold War, the fear of a nuclear catastrophe or a military exchange between the Soviet Union and the United States committed a full amount of intelligence resources on both sides and also for other foreign intelligence services to the primary function of ensuring military security. With the Cold War over and the threat of a nuclear catastrophe abated, intelligence resources committed to military intelligence have now been freed up and need to me be reallocated in such a way to maximize the utility of future intelligence activities.

Whitney and Gaisford also posed the question of why nation-states commit economic espionage, and would foreign intelligence services respond with offensive or defensive countermeasures to such activity.  Beyond the most obvious benefit of conducting economic espionage which was acquiring economic secrets, it was also found that in some situations economic espionage could shift profits from foreign firms to domestic firms, and thereby provide an additional channel through which welfare could rise (Whitney, p. 104).  Nonetheless, these gains in consumer and producer welfare are limited by the response of foreign governments and firms to espionage activities.  

But in terms of the gains, if economic espionage uncovers the blueprints of a product or the source code for a computer software, then the fixed costs associated with the R&D can be reduced for domestic firms (Whitney, p.104).  In such a case, there are direct benefits for the domestic firms that has acquired the sensitive information, but no strategic effects because the behavior of the domestic firm in the world market will remain unchanged (Whitney, p.104).  Nonetheless, if spying acquires sensitive information on contract bids, marketing plans, or costs of rival foreign firms, then strategic benefits in the world market may be realized because the behavior of the domestic firm would change in such a way to benefit from the information.  However, the firm would not receive any direct benefit in reduced cost savings.  But according to Whitney and Gaisford, it is possible to achieve both through economic espionage.  In this case, if the production technology of a foreign firm is acquired, the domestic firm would realize a direct benefit form lower total costs, and a strategic affect in global markets due to lower marginal costs (Whitney, p.104).

While the following analysis can also be applied to intelligence activities conducted in the private sector, by comparison of the two sectors (public and private) it would show that government spying may have more advantages over corporate spying (Whitney, p.104).  In this case government spy agencies would reap benefits through economies of scale and scope.  As well, the economic information gathered from government spying is “non-rivalries” so all firms can use it.  Also, according to Whitney and Gaisford, government conducted economic espionage may yield positive social benefits since the effect on consumer would be taken into account; unlike corporate espionage which would ignore the externality to the consumer (Whitney, p.104).  On the other hand, the relationship between government and firms may become problematic if economic espionage is conducted by governments and not left to the private sector. 

To perform there economic analysis, Whitney and Gaisford examined the potential for economic espionage within oligopolistic industries where the firms export a significant fraction of their outputs.  The aircraft industry provided the background for the discussion since it is highly concentrated, has significant barriers to entry, and is R&D intensive (Whitney, p.105).  As well aircraft and aerospace industries have been a popular focus for studies in strategic trade policy and fits well in the discussion of economic espionage since the desired goal of the activities is to achieve a strategic benefit to enhance competitiveness.  The basic model developed illustrates strategic profit shifting effects in a simple setting.  Whitney and Gaisford extend the model in different directions to allow for offensive vs. defensive counter espionage by both countries, and two-way aggressive spying where the governments use their intelligence service to steal secrets from the rival country’s’ firm (Whitney, p.105).

It is assumed that countries, like firms, are risk averse.  For a country that engages in economic espionage, its expected welfare or net benefit from the industry that the spying is done for is equal to the weighted sum of the profits in the target industry minus the cost of espionage by the government.  For the spying government, the marginal cost of espionage is always increasing as the probability of penetration increases.  Similarly, if the marginal cost of espionage declines, then this would indicate that the probability of penetration from espionage into a target industry is declining as well, so it would not be in the country’s best interest to spy.  In spite of outside complication, Whitney and Gaisford argue that spying will often pay because of the implicit technology transfer. 

The scenario before intelligence agencies is then allocating limited intelligence resources to successful spying operations.  If the difficulty of espionage were to increase because of an upward shift in the marginal cost of espionage, then spy agencies would realize lower penetration rates.  This could explain that the temporary glut of spying resources in the aftermath of the Cold War, has led to increased economic espionage because of unusually low marginal costs (Whitney, p.107).  Welfare for the spying country then is maximized when the marginal benefits from increasing the rate of penetration into the foreign firm’s industry is equal to the marginal cost (Whitney, p.106).  If we assume that government behaves like firms, then the equilibrium level would be similar to where “marginal cost equal marginal revenue”.  Of course, the optimum penetration rate would be where the marginal benefit from a technological advance by a foreign firm equals the marginal benefit of spying.  The rise in the marginal benefit from the technological advance would more than often offset any rise in the marginal costs that would affect a spy agency’s penetration rates and net welfare.

However implicit in economic espionage activity is the technology transfer that rewards direct and strategic benefits to producers and consumers. Eventhough economic espionage is a costly activity, Whitney and Gaisford argue that when economic information and technology are acquired from high penetration rates then strategic profit-shifting and cost saving are realized by domestic firms (Whitney, p.119).  From the elaboration of their basic economic espionage model, Whitney and Gaisford also show that the aggressive spying country always benefits even when faced with counter intelligence activity.  Even when both countries are aggressively spying, they are better off because of the implicit technology transfer. This is because the penetration rate for spying is always assumed to be 0<x <1.  The direct benefit is that economic espionage acts like a production subsidy for firms that lower marginal costs.  The result is when the acquired technology is applied to a firms production processes, then world output is expected to rise, which causes prices to fall, and consumer surplus to rise and producer surplus in the foreign country to fall.

Whether economic espionage is a virtue or a vice, it will remain a reality.  Knowing that “spying does pay” embarks this discussion further to determine what qualified role governments are to play and combat against this activity, and if so what will be the impact on future foreign relations.

THE NEED FOR GOVERNMENT INVOLVEMENT

Arguments for Economic Espionage

The potential threats posed by activities of foreign intelligence services conducting economic espionage against the U.S. leads most observers to agree that the U.S. intelligence community has a legitimate argument to conduct offensive or defensive economic espionage.  After all, foreign acquisition of our economic intelligence and trade secrets has the potential to jeopardize jobs, R&D, investments, relative productivity, competitiveness, and economic growth (Gregory, p.7).  In a borderless world with nation-states whose “sovereignty is at bay”, the commercial companies that handle the crown jewels of our economic and military security are at risk.  Fortunately, government leaders today understand the economic dimension of national security.  President Clinton, upon signing the Economic Espionage Act of 1996 stated: 

“Trade secrets are an integral part of virtually every sectors of our economy and are essential to maintaining the health and competitiveness of critical industries operating in the United States.  Economic espionage and trade secret theft threaten our nation’s national security and economic well being” (Lash, p.5)

If intelligence services are to play an increased role in economic and industrial intelligence in order to defend the private sectors form such foreign activities, then they will require a clear mandate as to what they are defending against.  “This would be a comfortable requirement from the point of view of intelligence services since they typically conceptualize and direct activities in terms of nation states” (Porteous, p.3).  However this is easier said then down since it may be difficult to determine if the act of economic espionage is directed by a foreign government and not by a foreign multinational (Porteous, p.4).  Nevertheless, economic espionage distorts the playing field for business, and the resources of national spy agencies can be used to help level it.  

Other arguments for offensive economic espionage draw upon strategic trade theory and policy that is quickly in an interdependent world economy redefining the thinking of international economic relations.  According to Porteous, “country specializations often depend on technological advances, and certain industries can earn excess profits and generate positive externalities from these specializations that governments should act to take advantage of” (Porteous, p.7).  This can be done through government sponsored economic espionage that can act as a production subsidy to target industries that are in the nations interest to protect.  Opponents argue that economic espionage is just another extension of the infant industry argument.  However, unlike direct subsidies that offer no assurance that the infant industry will develop, the cost of economic espionage is more than offset by the strategic profit-shifting effect from the implicit technology transfer that is gained in the activity.  This lowers firms’ costs when the technology or information is effectively applied to their production processes and allows for these companies to provide more excess profits that benefit the country as a whole.  

Another perceived advantage of economic espionage is its potential of being cost effective.  According to Porteous, a few well-planned and directed espionage activities could allow even cash-strapped nations to achieve the same effect as a large cash subsidy (Porteous, p.8).  For example, Russian officials have claimed to save Russian companies millions of dollars in developmental costs.  The French have claimed that a few well- planned and directed activities more than paid the cost of running the DGSE (Porteous, p. 8).  This by far indicates that there is a perception in the intelligence community that “spying does pay”.  

It is also important when discussing the strategic and cost benefits of a government’s involvement in economic espionage to also discuss the positive impact the results of this activity has on policy formation.  It should be remembered that the consumers of economic intelligence are the White House, Congress, the Department of State, the Department of Treasury, the Federal Reserve, and the Department of Labor.  Economic intelligence can aid policy in many ways.  One example already noted in this paper, is how helpful economic intelligence has been in skewing contract negotiation in favor of the United States.  Beyond contract wars, economic intelligence clandestinely collected on foreign countries, markets, and companies, can help governments decide anything from whether to raise interest rates or what position to take in a trade negotiation.  

A final argument in support of government involvement in economic espionage has to do with the quality of information provided by open sources.  According to Gregory, the marketplace produces information that is in response to commercial interests and may not coincide or be able to be redefined to meet public interest.   For instance, the mining industry may not be the most objective source to determine if the U.S. needs to enlarge its stockpiles of critical minerals (Gregory, p. 18).  As well, the Mexican financial crisis illustrates the dangers of relying solely on Wall Street for economic intelligence, which sent signals to the market, to avoid losing clients, that the Peso would not devalue.  And unlike the private sector, the intelligence community has better resources to obtain economic intelligence.  Unlike national spy agencies, the private sector has not been able to establish an international network of “spies” that have been trained in the tradecraft of obtaining information clandestinely.

Arguments against Economic Espionage

Peter Schweizer argues that economic espionage is the sheer folly of restoring mercantilism through the backdoor, having severe consequences for the future of foreign relations (Schweizer, p.10).  Although intelligence collection is a proper function of the nation-states, but committing economic espionage on the other is a “theft on par with piracy” that can grossly disrupt trade and corrode a nation’s science and technology base (Schweizer, p. 12).  Even worse, Schweizer further argues that economic espionage threatens to destabilize certain post-Cold War goals like arms control.  As an example, Schweizer fears that a chemical weapons treaty with a rigid on-site verification program would subject some 50,000 industrial sites in the U.S. to systematic inspection and monitoring by the international community.  As a result, doors of opportunities are opened up for international institutions to engage in espionage and gain access to sensitive information about the U.S. chemical industry (Schweizer, p. 12).  

Other opponents to economic espionage also argue that economic espionage, which act like a subsidy, would create market imperfections, duplicity instead of innovation, inefficient producers over consumers, and the perception of international competition as a threat to security when it should be a critical component to economic development.  The long-term result for an economy that embraces economic espionage would reward uncompetitive producers at the expense of the consumer (Porteous, p. 6).  At worst, the misallocation of scarce resources to infant industries seeking to benefit from economic espionage rather than innovation through R&D could create market failures.  

Further to this argument, Porteous also makes the point that economic espionage threatens the future course of international relations by alienating a nation-state’s allies and inviting “beggar-thy-neighbor” policies.   Former DGSE Director, Pierre Marion summed up the state of international economic relations when he stated--- “In economics, we are competitors, not allies” (Schweizer, p. 11). And, without a perceived global threat, more space is created for ideological confrontation to justify economic espionage than normally would not have been the case during the Cold War. Without the Soviet Union to provide a common enemy, bitter economic competition could evolve into trade wars among rival economic blocs.  To think that trade wars could not turn into outright conflict, one needs not look any further than Japan and Germany pre-1945. Going into the 21st Century these two nation-states have already begun to make noises about increasing their national security.

Optimizing Economic Espionage: Issues for Reform

It has been shown that economic intelligence is a beneficial tool in an anarchic system that can assist nation-states in safeguarding relative gains that will enhance future economic security.  Therefore it is important to elaborate on questions and issues suggested in the arguments “for” and “against” government involvement in economic espionage.  The first question is an offensive question. Where should economic intelligence come from?  Will it be from the CIA’s international network of spies or from TNC’s whose economic capacities and global sprawl is larger than the GNP of the world’s 100 smallest countries?  Also, knowing that the international system is anarchic and invites actions of reciprocity, the second question is of a defensive nature.  Knowing that the U.S. is a high target, how can economic espionage by foreign government’s and entities be defended against?

The First Question: The Where?

Who should be responsible for the collection, analysis, and dissemination of economic intelligence: the intelligence community or the private sector?  The CIA by far has had the most success in collecting economic intelligence.  It is well noted in this paper of prior examples when the CIA’s involvement in economic espionage helped safeguard and advance U.S. interests.  Nonetheless, opponents argue that involving the CIA in activities beyond its primary function of safeguarding the nation’s military security, is a problem in a free society when the issues come down to dollars and cents (Dreyfuss, p.17).  Besides, the CIA misread problems in the Soviet economy that caught the agency off-guard when the economy imploded in the 1990s.  Yet, proponents argue that Wall Street botched their job by sending signals to investors and the markets that there would be no financial crisis in Mexico.  And did this all for the sake of keeping clients.  The question then is of the two, which is more reliable and most beneficial?

Since the primary goal of economic espionage is to enhance the wealth, power, and security position of the state, and the interests of shareholders are a secondary interest with benefits accruing from such activity indirectly, this helps legitimize the case for government involvement.  Since the 1950’s, the CIA has routinely monitored world economic trends, foreign government economic policies, and key technology issues. Collecting this type of information by an entity that is considered a market outsider makes the dissemination of intelligence “non-rivalrous” to the private sector.  In this case both producer and consumer interests would be take into account, whereas the private sector would exclude the externality to the consumer and be less willing to share the information among other members in select industries.  It has been noted in this paper that countries that have strong bonds between government and industry are better capable in effectively utilizing economic intelligence.

This model for a new partnership between government and industry is already being tested.  Dreyfuss reports that in 1993, General Motors, Ford, and Chrysler announced plans to enter a partnership with the U.S. government to build a car with three times the fuel efficiency of today’s cars (Dreyfuss, p. 17).   The concern is that the nation to first design and develop a vehicle with the capacity to get 80 miles to the gallon will dominate the auto market in the 21st century.  The auto industry burned in 1970s by Japanese automakers, which designed more compact and fuel-efficient cars, does not want a repeat of this scenario.  The Clinton Administration has made no mentioning using the CIA for this task.  But, Dreyfuss reported that in several interviews conducted with key officials, the CIA has already provided the government with information that will be shared with General Motors, Ford and Chrysler, on trends and advances in the Japanese auto industry (Dreyfuss, p.17).  This type of information sharing is nothing new.  During Stansfield Turner’s tenure as Director of CIA from 1977-1981, the CIA routinely held briefings at the Commerce Department for corporate leaders.  For example, the CIA had acquired information about China’s plans to build several hydroelectric plants.  As a result, a couple of dozen U.S. corporations were able to assist the Chinese in these projects.  

But it is this type of information sharing between the intelligence community and private sector that has made this a heated debate.  First, with intelligence community involvement, the distinctions between economic and industrial espionage become blurred as propriety information and technology is acquired and shared with the private sector. Second, there is concern that releasing classified information jeopardizes the lives of overseas operatives and intelligence gathering.  And third, when this information is shared, with whom is it shared with? Can it be shared with an American transnational corporation that also has foreign ownership interests?  The dividing lines that make intelligence what it is become less clear in these situations.  One approach is that better counterintelligence and defense against foreign economic espionage will help keep the dividing lines between public information and intelligence.  

The Second Question: The Defense?

Protecting American companies from becoming targets of economic espionage requires reforms in counterintelligence and corporate security activities.  Suggestions range from the government’s role in training corporate personnel in the collection, analysis, and dissemination competitive intelligence to improvements in cryptography technology used by companies today.

First, the best preventive defense begins with increased public awareness of the problem.  The majority of large U.S. corporations that are victims of data theft and industrial espionage are reluctant to discuss the issue in order to protect the interest of their shareholders and consumer confidence.  Without increased public awareness, it is difficult for American industry leaders to develop preventive measures that will ensure better security of their trade secrets.

Second, if there is to be an increased number of partnerships between government and industry, it is suggested to be to corporate America’s advantage to learn from the activities of the intelligence community  (The Futurist, p. 10, 1997).  This would entail training of corporate personnel in the collection, analysis, and dissemination of competitive intelligence.  This is of course to not include clandestine means.  In regards to the intelligence collected, the focus of the information should be targeted at a firm’s suppliers.  The likelihood of being a victim could be greatly reduced by understanding a supplier’s operations.  Companies today are beginning to understand their suppliers better by conducting audits of a vendor’s engineering processes, financial records, and how much business is being done with the competition (Royal, p.28)

A third and important approach is the improvement of cryptography technology.  According to a 1997 article in The Futurist, telecommunications intercepts, and computer crimes account for the largest proportion of industrial information lost in the U.S. (The Futurist, p.10, 1997).  Yet, this is a sensitive issue with law enforcement, which claims that high level cryptography could frustrate legal wiretaps against criminals or terrorist groups.  

And finally, changes in U.S. laws and greater fortitude on the diplomatic front will help grapple with this problem.  The signing of the Economic Espionage Act 1996 is a step in the right direction because the burden of proof needed in a case is much lower. However, it tends to sidestep the criminal element of the activity, as well not offer better monetary protection to companies, which are victims of economic espionage. Even greater focus needs to be on the frontlines: the diplomatic front.

This is because a significant proportion of economic espionage is conducted between allies.  For instance, in the 1970’s the French DGSE had planted operatives in Texas Instruments, IBM, and Corning. These operative acquired propriety information that was shared with French company, Compagne des Machines Bull (Schweizer, p. 14).  The U.S. response to this activity was a simple letter of diplomatic protest.  As well, when Israeli intelligence operatives stole critical technology data from defense contractor Recon Optical, the U.S. imposed no penalties (Schweizer, p. 14).    U.S. diplomats should handle economic espionage as if it were Soviet spying.  

RECOMMENDATIONS FOR IMPROVING ECONOMIC INTELLIGENCE

Future statistics will indicate whether or not the direction of economic intelligence in the post-Cold War era will be a success.  Important target areas that need to be watched to determine if government involvement in gathering economic intelligence for the private sector has been beneficial are the following:

· Increased profits for businesses as a result of intelligence efforts.

· Cases of foreign governments using bribery to win contracts is decreasing.

· Financial loss as a result of industrial espionage is decreasing.

· And, the reported cases of industrial espionage are decreasing as well.

The above are tangible indicators for success, if and only if, awareness about the problem is made more public and future, select partnerships between government and industry produce results that will increase market share and enhance competitiveness.  As well, there will need to be reforms in the collection and production of intelligence to fill gaps and make connections that other agencies with intelligence capabilities or the private sector do not address.  The Century Foundation, a critical think-tank that addresses issues in foreign affairs and national security, outlined the following priorities which the intelligence community should take note and focus more attention (In From The Cold, p.1)

· Improving the understanding of economic and politics and the relationships between governmental bureaucracies that affect it.  This has been a traditional role for intelligence analysts but one that is imperative because of increased globalization.

· Continued support of U.S. economic negotiators, just as intelligence supports negotiators in arms control issues.  Here the government can use its unique clandestine skills and tradecraft to gain valuable economic intelligence with low risk involved.

· Increased monitoring of the movements in technology and resources that aid in the development of weapons of mass destruction. This monitoring is critical in the transactions of duel-use goods, which constitutes a significant proportion of international business and often occurring in secret.

· Increased understanding of the dynamics of nation-states and their markets that exclude U.S. business.  For example, the performance of the North Korean economy matters to the U.S., but is of little interest to the private sector because it is excluded.  As well, tracking the finances of the arms market, money laundering, and drug trafficking are areas where economic intelligence can be helpful.

· Monitoring the foreign exchange markets to detect speculative pressures on the dollar as well the currencies that are important to U.S. interest.  For instance, better information could have been useful to foresee the devaluation of the Mexican Peso in 1994.

· Investigation possible bribery activity in contract bids in other countries.  The role of economic intelligence here is to assist in “leveling the playing field” for business to prevent loss of contracts to foreign competitors that use bribery and side payments to obtain these contracts.

· Finally, the need to assess and monitor important raw material supplies.  The role of government intelligence in these cases is justified by the bias of information in the market.  For instance, the oil industry may not be the best source of objective information on the need or requirement to expand the nation’s petroleum reserves.

The evidence is well noted that the U.S. has become a high target of economic espionage, and there is a need to adopt an aggressive economic intelligence policy.  This policy should and must not include advocating industrial espionage.  Prohibiting industrial espionage would help limit the strain on existing alliances and security relationships.  Although other countries are playing by a different set of rules that advocate the use of industrial espionage, the U.S. should set the example for the new set of rules in intelligence activities by not advocating industrial espionage as well.  Also, the CIA should be the main provider of economic intelligence.  Eventhough other agencies such as the Department of State, FBI, Department of Treasury, and Department of Commerce have minor roles in intelligence collection and analysis, having one agency conduct economic intelligence will prevent duplication and allocate resources better to the task.  Regardless if these priorities for reform are not followed now, it is evident that in the future economic intelligence will provide reasons for the adoption of an aggressive policy as the cases of economic and industrial espionage against the U.S. increase.

CONCLUSION

When the Clinton Administration took office in 1992 several assumptions were made.  One, the Cold War was over. Two, past administrations had allowed its allies to take advantage of the U.S. in international trade. And third, because of America’s historical aversion to any sort of guidance of the economy, the U.S. was losing its competitive edge to foreign interests (Kober, p.10).  According these views, the post-Cold War era was going to be defined by intense economic competition among nation-states.  As a result a shift in focus took place which affected the traditional mission of America’s intelligence community.  If the arena of international trade and financial markets were to be the new battlefields for competition between nation-states, should not the intelligence services be directed in assisting in these battles?  This new strategic landscape in the post-Cold War era and the new rules by which nations interacted with each other, has made economic intelligence a hot topic foreign affairs and national security circles.  

Opponents argue that the above assumptions are badly flawed and the traditional roles within America’s intelligence communities should not be compromised.  Kober argues that there is a time and place for economic espionage when there is a clear-cut national security concern.  The Clinton Administration’s assumptions about security in the new strategic landscape are indicative of the Administration’s failures to comprehend the more dangerous world that has emerged after the Cold War.  What may appear as a cooperative and coexistent environment is countered by the number of military conflicts and dangers that emerged in the early 1990s.  This is evident by the Gulf War in 1990-1991, the fighting in the Balkans that has consumed much of the last decade, Somalia in 1992-1993, the war in Chechnya, the possibility of military conflict between China and Taiwan, and the increased threat of terrorism on U.S. soil.  If the post-Cold War has not led to a more peaceful world, then this is indicative of the intelligence community’s failure to anticipate it.  Kober argues that the purpose of the U.S. intelligence community is to be the eyes and ears of the nation and to take measures to protect it.  When resources are diverted away in an effort to improve economic competitiveness, the intelligence community is at risk of being unable in the future to take prompt action to defend the U.S.

But this is the very reason for economic espionage. Not to just enhance the nation’s competitiveness but safeguard the nation’s military competitiveness.  In the new strategic landscape, economics and military security are tightly linked together.  As nations pursue a significant level of wealth and power, the nation’s level of wealth (economic capacity and production capabilities) is used to enhance the projection of its military power.  Defense industries have become so globalized and commercialized in the new strategic landscape that the trade in duel-use goods poses a threat to the non-proliferation of weapons of mass destruction.  As well, the foundation for a nation’s strong military is a strong economic base.   Failure of the Soviet economy has reduced its military today to a regional threat than the global threat it was in the past.  Further to the argument, the deep integration of nations in the world economy has invited a score of vulnerabilities and sensitivities from access to critical raw materials to data theft, money laundering, and drug trafficking that erodes a nation-state’s competitiveness.

Annual losses of more than $260 billion a year has significant long-term multiplier effect on the loss of jobs, the trade deficit, and shifting of profits to other countries.  When wealth is decreased, how can a nation maintain its military edge as well?  Examples of economic espionage have shown that a positive social benefit can accrue.  As well, the collection of economic intelligence is indicative of assessing the future military capabilities of the nation's allies and its adversaries. In the security concerns of terrorism and drug trafficking, economic intelligence can be used to assess the finances of these foreign groups and help forecast their future operations. However, despite this upside, economic espionage poses one significant problem.

If the post-Cold War has become more intensively competitive, would such activity like economic espionage invite “beggar-thy-neighbor” actions between nation-states?  The answer to this would have to be examined on a case by case level.  Nonetheless, it is worrisome that this activity runs the risk of alienating important diplomatic and military allies.  Alienation then can engender an environment of “beggar-thy-neighbor” actions when the powers of reciprocity take hold.  It is therefore important for the U.S. to take a lead role in redefining the new rules of intelligence activities between nations and discourage the use of industrial espionage.

Economic espionage is neither a virtue nor a vice.  Confronting this threat with improved offensive and defensive measures is paramount in preventing this nation’s wealth and power from being stolen.   The post-Cold War era is an extended war of economic competition with an outcome of who wins and loses being determined by market forces.   This is a war that considers economic competitors as enemies and will unfortunately guide the direction of future foreign relations in a more anarchic system.
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